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POLICY 3.29

4-B I recommend the Board adopt the proposed revisions to Policy 3.29, entitled
“Employee Use of Technology."

[Contact: Jim Sheehan, 434-8830.]

Adoption CONSENT ITEM

UPDATE 9/9/03: A Notice of Change to be published on Sept. 11, 2003, announces that this
Policy will take effect on October 9, 2003, with a minor clarification requested by the Board at
the second reading on Sept. 8. This is a clarification of the standards governing section (4)(d),
regarding certain prohibited use of e-mail: "Employees shall not send communications where
the meaning of the message, or its transmission or distribution, would be illegal under state or

federal statutes, federal regulations, or state rules;-unethical under Fla. Statutes Chapter 112 or
@M or Irre8p0nSIble as determined by the

The Board approved this revision as a first reading for development on July
28, 2003. The adoption notice was published on August 11, 2003.

Consistent with a proposed District-wide cell phone plan, this proposed Policy
revision would clarify appropriate use of District-issued cell phones, as
follows:

» The cell phone must be obtained under the centralized District contract,
except for cell phones funded from school internal funds;

» Usage is limited to necessary calls; a standard land-line telephone should
be used whenever possible;

> Director-level or principal approval is required for a District-funded phone;

» The phone must be placed on most economical plan that will meet the
employee’s District business needs;

» The phone should not be used for personal calls, and personal calls that
result in increased costs to the District must be reimbursed (yet, brief,
occasional calls home from school-sponsored events or activities would
not be considered personal calls); and

» Phone bills and call details are public records subject to disclosure under
Florida law.
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POLICY 3.29

EMPLOYEE USE OF TECHNOLOGY

Implementation.-- The Superintendent or designee is authorized to jssue bulletins
establish and administer procedures regarding all areas dealing-with of information
technology in the District.

General Standards of Appropriateness.-- Palm Beach County School District

employees shall not conduct a private enterprise on school time. District
technology resources, including, but not limited to, the use of computers; copiers,
and other eguipment communication devices such as phones, personal digital

assistants (PDAS), GG-B-F@FS— and facsimile machines; may not be used for a private

business or financial gain ;M\w
("EIRN")) of the employee;* or for the benefit of private, “for profit,” or "not for profit"

organizations unless expressly authorized by the Superintendent or the
Superintendent's designee.

b. All employees shall abide by the “Code of Ethics of the Education Profession
in Florida—~ When using the District's technology resources. Employees shall
become famlllar W|th and ablde by Fla. Admln Code Sectlons GB 1 001 and

c. The District authorizes employees to use District technology resources,
applications, and databases for assigned responsibilities. Employees shall use

I Fhese resources shall-be-used-by-employees to enhance job productivity ip
performance of as-relates-te District business.

d. Employees may utilize District technology services outside of the employees’
normal work hours provided no additional costs are incurred to the District,

thin t rorth below.

i. The Florida Information Resource Network (FIRN) provides Internet
services to our District at no cost. The District provides the network
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connectivity to the Internet and mainframe through leased lines (currently
T1ls and T3s).

Internet use is encouraged "after hours" for employees for the following
reasons:

A. personal and professional growth;

B. the services are "free",_and

C. there is no significant negative impact on our network during these
hours.

Use of the Internet is similar to use of a school gym or library after school.
Professionals are encouraged to use these facilities for personal and
professional growth, which must not be confused with “financial gain.”
FIRN's Acceptance Acceptable Use Policy and Guidelines, which forms is
used-as the cornerstone of the School District of Palm Beach County
Internet Guidelines, uses the terminology "financial gain." Fhe—pelicy
gives eExampIes of "financial gain" jnclude as offering fersale products
or services for sale or soliciting for advertisers or sponsors for the benefit
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Mgm eEmponees shall adhere to the standards establlshedby all
applicable laws, regulations, and the District's Acceptable Use Guidelines,
contamed—in——Directive — 347 that are ava|lable at

a. Any information generated through a computer, stored on hard disks,
electronically mailed, or handled as e-mail is the same as any written
document and is subject to all rules governing public irfermatien; records and

Chapter 119, Florida Statutes, as explained in Policy 2.041.

b. The willful and knowing unauthorized use, alteration, or destruction of
information technology resources and databases is a computer-related crime
punishable under Chapter 815, Florida Statutes.

c. All employees who have access to or may have access to personally
identifiable student records shall adhere to all standards included in the Family
Educational Rights and Privacy Act (FERPA), 20 U.S.C. 8§ 1232q: the IDEA
and its regulations at 20 U.S.C. § 1417(c) and 34 C.F.R. & 300.572;

Protecton-ofPupt-Privacy-Acts; Ela. Slal. § 1002.22 230.23-and-230-2316,
Fla—Stat-; and other applicable laws and regulations, as they relate to the

release of student information. Employees shall not use access to student
records information for personal gain.
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Intrapet and Internet Rresources, telephones, and e-mail shall be used by
employees to enhance job productivity in performance of as—theyrelate—to
District business and shall not be used to send abusive, threatening, or
harassing messages. Employees shall not send refrairfrem communications
where the meaning of the message, or its transmission or distribution, would

be illegal under state or federal statutes, federal regulations, or state rules;
unethical under Fla, Statutes Chapter 112 or Chapter 6B-1 of the State Board
of Education rules; or irresponsible as determined by the reasonable
discretion and judgment of the employees' supervisor.

All software on computers must be licensed. Employees are responsible for

using software in compliance with restrictions which-pertain that apply to those
licensing agreements.

Employees shall not make or facilitate the distribution of unauthorized copies
of software. Modifications cannot be made to any the software that-are—not
authorized-by—without the authorization of the copyright holder. The copyright
legend or notice shall not be removed from the software or any of its
documentation.

Enforcement.-- Any employee failing to comply with this policy or its implementing-
procedures and guidelines may be subject to disciplinary action and as-well-as civil
liability or criminal liability eharges.

STATUTORY AUTHORITY: 88 230-23(17;230-23005, 1001.41(2), 1001.43(9),
(A1), Fla. Stat.

LAWS IMPLEMENTED: §§ 112.313; 119.011; 231.546(2){b)}c). 1001.43(9);
1002.22, Fla. Stat.

HISTORY: New: 11/5/97; 6/14/00; _[__/03
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Legal Signoff:

The Legal Department has reviewed the revisions to proposed Policy 3.29 and finds
them legally sufficient for development by the Board.

Attorney Date



